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ABSTRACT

The motivation and idea of this project came from my 

personal experiences as system and network administrator 

for five years in the College of Natural Sciences, CSUSB. 

The College and campus in general, are always under cyber 

attack by direct penetration methods, and all kinds of 

viruses, worms, and spywares. And there is no complete 

protection in information security.

The project, WeblSMS, is a prevention approach in 

information security. The features of WeblSMS are as 

following: Web based GUI to access the system any time and 

anywhere, Open-source network security tools integrated and 

implemented with LAMP(Linux, Apache, MySQL, PHP/Perl), PHP 

used for generating dynamic Web pages, Modular based System 

for easy upgrade, Back-end database in which all the 

results from the network security tools are stored.

The network tools integrated with WeblSMS are NESSUS, 

NMAP, and SYSLOG-NG. NESSUS module scans the machine for 

vulnerability check. NMAP module checks for open ports and 

keeps a record in the database. SYSLOG-NG module receives 

logs remotely and save them in the database in real-time in 

order to monitor the client machine's network activities 

and system status.

iii



WeblSMS is now deployed in Institute of Applied

Supercomputing lab, and is proven that this system is 

efficiently working as a information security 

assessment/audit tool.

Future direction of WeblSMS consists of adding more 

information tools as a module-based, applying clustering 

technology, and developing more user-friendly GUI.
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CHAPTER ONE

INTRODUCTION

1.1 Background

This project is the result of my work experiences and 

ideas about information security. When I first joined 

College of Natural Science at CSU, San Bernardino five 

years ago, my first assignment was setting up a' firewall 

for the College. In 2001, CSUSB did not have a campus wide 

firewall yet. Therefore, one of my supervisors, Dr. Torner 

(now the information security officer at CSUSB) was 

concerned about cyber attacks and urged me install a 

firewall. I actually implemented two firewalls: one for 

Computer Science and Mathematics Departments, and the other 

for seven departments in the College. It took me nine 

months to complete this work. After the firewalls are 

running, cyber attacks like penetration attack or denial of 

service was greatly reduced, but there were other problems 

found. The firewall minimizes open-network-services. If 

the system has a vulnerable service which is open to 

Internet from the firewall, it is possible to break in the 

system within a few days. Our College is a well known 

target from hackers in all over the world. They are 
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running scanning-tools or attacking tools to find 

vulnerabilities on an hourly basis. For example, a few 

years ago, many graduate students in Department of Computer 

Science were working on Web programming and running their 

own Web servers. They asked me open port 80 from the 

firewall in order to access their Web servers from the 

outside of the campus. However, one of their Web servers 

had a vulnerable web server program, and the machine was 

compromised the next day. This compromised machine became 

a media server illegally selling movies and songs over the 

Internet. After these incidents, Kwon Han, system 

administrator in Computer Science made a list of 

guidelines and policies for installing and managing servers 

for graduate students. He also provided first-hand help to 

the students for the machine setup. His crucial 

involvement really improved the security of the graduate 

project machines. Second limitation was from the viruses 

and worms. Most of Windows workstations in the university 

had anti-virus program installed, but the problem was from 

viruses infected laptops brought in by the faculty and the 

students. When the infected laptop was connected to the 

campus network, it infects hundreds of campus workstations 

within hours and campus network speed slowed down 
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drastically, and finally firewalls crashed. Fortunately, 

Information Security Office under IRT has been monitoring 

the campus network data jack by data jack. If any abnormal 

network activity is detected from the machine connected to 

the data jack port, IRT shuts off the data jack port to 

prevent further network breach and informs the personnel in 

charge of the suspected machine.

These incidents gave me a lesson. Firewalls are not 

enough to protect our network and systems. Cyber attacks 

including viruses and worms were inevitable (it even 

infects other technologies like wireless network, PDA, Cell 

Phone). There is always vulnerability in any kind of 

software of network system. When you go and check the 

Internet security report site, you will be surprised to 

find new security holes, virus/worm, or any kind of 

vulnerabilities almost everyday. Therefore, I conclude 

that prevention is a more practical and effective method 

than protection. In order to know more about intrusion 

incidents, I subscribed to the network security sites and 

check vulnerability reports daily. There are network 

security assessment/auditing tools running periodically to 

report any infected machine or vulnerable service.

Monitoring servers and the network itself are also included.

3



For carrying on those tasks, I use network security tools, 

NMAP and NESSUS and logging system, SYSLOG-NG.

1.2 Tools

The tools, NMAP, NESSUS, and SYSLOG-NG that were used 

in this project will be explained in this section.

1.2.1 NESSUS

This network security assessment program is a very 

powerful security scanner in three ways. First, it is able 

to perform both remote and local security checks. Second, 

NESSUS is client/server technology. Servers can be placed 

at various points on a network allowing tests to be 

conducted from a central client. NESSUS use plug-ins 

technology. NESSUS plug-ins are very much like virus 

signatures in a common virus program. After a new 

vulnerability is released to the public, the NESSUS 

community writes a new NESSUS plug-in and releases it to 

the public. NESSUS always keeps updated plug-ins.

1.2.2 NMAP

This is a multifaceted utility that is used to scan a 

range of IP addresses, identify active systems, and 

determine which ports on those systems that are opened. 

Nowadays, many virus/worm/spyware have a feature that once 
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they take over the system, they create a random port to 

attack other system remotely or attempt to open a port for 

peer-to-peer connection. In this case, NMAP is a very 

useful utility to detect illegitimate ports.

1.2.3 SYSLOG-NG

SYSLOG-NG is a next generation SYSLOG system which is 

not only generating logs for a local system but also is 

able to receive logs remotely from multiple systems in real 

time.

1.3 Purpose of the Project

While using NMAP and NESSUS, I found two limitations.

First, NMAP is UNIX shell command based and NESSUS is X- 

window GUI based. It is not easy to run those tools 

remotely. The environment to be able to run both tools 

remotely is X-windows, but X-windows are a vulnerable 

application. Second, scanning results from these tools are 

ephemeral. Their results are just shown on the screen.

To save their results, there is a need to use other 

utility or save them manually. To overcome these 

limitations, a program must be written to run these tools 

anytime and anywhere, the results are automatically stored 

in a database. A Web-based system is a perfect fit for 
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these conditions. If these security tools are implemented 

with Web server/client technology, the user will be able to 

drive these tools within the Web browser. This is the goal 

of this project, Web-based Information Security Management 

System.

1.4 Organization of Documentation

The remaining sections of this documentation will be 

organized as following: Chapter 2 describes the software 

requirements specification of WeblSMS. Chapter 3 provides 

a description of the system architecture and detailed 

design. Chapter 4 describes the system test. Chapter 5 is 

the maintenance and user manual. Finally, Chapter 6 

concludes the project and lists suggestions for future 

developments.

6



CHAPTER TWO

SOFTWARE REQUIREMENTS SPECIFICATION

2.1 Introduction

2.1.1 Purpose

The purpose of the WeblSMS project is to provide a 

framework for effective and efficient network vulnerability 

management in WAN or LAN environment. In order to do that, 

WeblSMS will integrate network security tools as module 

based, save all the results had run from the tools to the 

database for analysis and monitoring purposes, and finally 

WeblSMS will be operated through the Web browser for 

ubiquitous and timeless manner. In operational purpose, 

WeblSMS accesses and monitors the computers in a network in 

three stages: First, testing stage that the computer is 

freshly installed without vulnerability check, Second, 

production stage that the computer is configured with 

application programs exposed to the Internet, Third, 

emergency situation that any suspicious network activities 

found such as enormous network bandwidth consumption, 

network scanning activity or any application layer 

malfunctions related to the network security breach.
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Consequently WeblSMS will be able to be operated for the 

network security auditing, monitoring and assessment.

2.1.2 Scope

WeblSMS selects and implements two open-source network 

security tools, NESSUS and NMAP integrated with web server 

and database to enhance the information security through 

the three modules. In the first module, Assessment module, 

all of the servers and workstations before deploying in the 

production line, are assessed by NESSUS; NESSUS checks the 

computer's vulnerable ports and services, suggests patches, 

and saves the results in the database for the future 

reference. Second one is the monitoring module. Once the 

computer is in the production line after being patched, 

system logs are sent to the WeblSMS's SYSLOG-NG for 

monitoring purpose. As WeblSMS is collecting the logs in 

the database, the system administrator is able to monitor 

the status of system and network activities, including 

finding illegal activities through the Web browser. Third 

one is the auditing module. If any suspicious activities 

are found in the second stage, the system administrator is 

able to use scanning tool, NMAP to compare the services and 

ports currently open in the computer with the information 

based on the database to decide whether it is compromised.
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If any vulnerable ports and services are found, the network 

auditing tool, NMAP will be used to audit the whole network 

for locating any other compromised or infected machine.

Besides, database is a crucial component that support these 

modules as for analyzing results from the modules. Based 

on the information saved in the database, the system 

administrator is able to analyze how often and when is the 

peak time the major attacks are coming, and what services 

and ports are most vulnerable in the network environment. 

This information can help the system administrator to 

create or change the rule-sets of the firewall, patch the 

vulnerable programs, find the misconfigured system and 

virus infected system, and even plan to buy any needed 

security equipment.

2.1.3 Definitions, Acronyms, and Abbreviations

• DBMS - Database Management System

• HTML - Hyper Text Markup Language

• HTTP - Hyper Text Transfer Protocol

The client/server protocol that defines how messages 

are formatted and transmitted on the World Wide Web

• IP - Internet Protocol

• LAN - Local Area Network
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• MySQL

MySQL is a popular and robust database that supports 

key subsets of SQL on both Linux and Unix system

• NESSUS

NESSUS is a comprehensive vulnerability scanning 

program. It consists of NESSUSD, the NESSUS daemon, 

which does the scanning, and NESSUS client, which 

presents the results to the user.

• NMAP

Network exploration tool and security scanner

• SYSLOG-NG

Service that collects system logs locally or remotely.

• WAN - Wide Area Network

2.1.4 Overview

The format of the rest of this project is as follows.

Section 2.1 has an introduction that contains an overview 

of the entire software requirements specification. It 

defines the scope and purpose of the project and the 

requirements document, defines terms used in the SRS. In 

section 2.2, I discuss overall description that affect the 

product and its requirements including product perspective, 

system interface, user interface, hardware/software 
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interface, memory constraints, operations, and product 

functions. Lastly, I discuss software specific 

requirements.

2.2. Overall Description

2.2.1 Product Perspective

The WeblSMS consists of a computer server with Web and 

database server applications. The server is loaded with 

Apache for Web server, PHP for internal Web programming, 

and MySQL is for the back-end database. Besides, 

information security scanning tools such as NESSUS and NMAP 

are installed in the WeblSMS for information security 

assessing and auditing. SYSLOG-NG server is also loaded 

for the monitoring module, and PERL will be used for 

storing logs from SYSLOG-NG server.

2.2.2 System Interface

All system interfaces provide the administrator with 

three different modules to start and stop the information 

security assessment/monitoring/auditing and to get results 

from the database.

a) Assessment Mode (see Figure 2.1 below)

11



• This mode is based on the network assessment 

tools, NESSUS and NMAP

• The user launches NESSUS from his/her Web 

browser for assessing the computer which is not 

yet in the production line or not exposed to 

the internet

• Results of assessment are stored in the 

database

• Based on the results, if necessary, the 

machine will be patched, updated, reconfigured 

before it is deployed in the production line.

© NMAP scans the machine's network ports whether 

only necessary ports are open.

• Results are stored in the database for a future 

reference

12



Figure 2.1. Assessment Mode Diagram

Machine 
to be 
assessed

b) Monitoring Mode ( see Figure 2.2 below )

• SYSLOG-NG is a core program for this module

• Once the machine is in the network, their logs 

are transferred to the database of WeblSMS in 

real-time mode by SYSLOG-NG server.

• All of logs collected in the database are able to 

be queried by the system administrator through 

his/her Web browser for monitoring status of 

machine or of any network activities.
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Figure 2.2. Monitoring Mode Diagram

c) Auditing Mode( see Figure 2.3 below):

• NMAP and NESSUS is a core tool for this mode.

• In case of any suspicious or illegal network 

activities are found from the monitoring mode, 

NMAP will be launched to scrutinize the machine.

• If unknown ports or services are running, the 

machine will be disconnected from the network.

• Rest of network will be scanned by NESSUS for 

finding any updated vulnerabilities.

14







■ -'3 401j Aujhortedlion Required,*-Microsoft  internet Explore^

• When a illegitimate format of runid or IP address is 

entered in a Running NMAP page, it goes to the error 

page. Figure 4.12-1 and Figure 4.33 shows the 

screenshots.

Authorization Required
This server could not verify that you are authorized to access the document requested. Either you supplied the wrong credentials (e.g,, bad 
password), or your browser doesn't understand how to supply the credentials required.

2

������������� ����
���� � ��!�� ��" �!#��$�����%�&��
% ����$ �'�

Figure 4.32. Screenshot of Authorization Required Message
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Figure 4.33. Screenshot of Wrong Runid Entered
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Figure 4.34. Screenshot of Character Error Message

• When a wrong format of IP address(including a blank 

box) is typed, it goes to the error message( Figure 

4.36 and Figure 4.36).
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Figure 4.35. Screenshot of Wrong IP Entered
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CHAPTER FIVE

INSTALLATION AND MAINTENANCE

5.1 Directory Structure

WeblSMS is based on Web technology that root directory 

of WeblSMS is the Apache Web server documentation directory. 

The root directory and its sub directories are showed in 

Figure 5.1: Directory Structure Diagram. It is also 

suggested to install NMAP and NESSUS under Web root 

directory because the Web process should be owner of those 

directories and files.

Figure 5.1. Directory Structure Diagram
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o Root - root directory of WeblSMS and its absolute

directory is /var/www/html

• Jpu ~ graphic library directory for bar graphs

• Syslog - root directory of syslog module that has 

three sub directories, scripts, web and csimcache

■ scripts - there are PHP scripts for sub 

functions

■ web - syslog search scripts direcotory

■ csimcache - this is cache directory for 

JpGraph image files

• nmap - directory for nmap binary files and PHP 

scripts

■ scripts - nmap sub function scripts

• scripts - it keeps all PHP scripts for root sub 

functions

• n - NESSUS scripts root directory

■ tmp - temporary directory for generating temporary 

files

■ scripts - directory for sub functions of NESSUS

• nessus - NESSUS binary directory
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5.2 Installation

This software is for the system administrator or 

information security administrator who is an expert in 

Linux, MySQL, PHP, and network assessment/audit tools. 

Therefore, this documentation skips the basic installation 

procedure for Linux, MySQL, Apache, and PHP.

5.2.1 NMAP and NESSUS Installation

The installation of NMAP and NESSUS is straight 

forward as following:

1. Get source code and unzip and untar them under root 

directory.

2. Compile them and install binaries under root directory.

3. Test NMAP and NESSUS in the command line to make sure 

they are functional.

4. Change ownership of NMAP and NESSUS to Web server 

account.

5.2.2 SYSLOG-NG Installation

Installation and configuration of SYSLOG-NG is difficult 

because it should be configured as a centralized syslog-ng 

and direct piping to MySQL database. Here are steps for 

server side:

1. Install syslog-ng from source code or rpm.

2. Disable the default syslog.
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3. Edit syslog-ng.conf file. Here is syslog-ng.conf for

WeblSMS.

options { 
sync (0) ; 
time_reopen (10); 
l°g_fifo_size (1000); 
long__ho st names (off) ; 
use_dns (yes); 
use_fqdn (no); 
create_dirs (no); 
keep_hostname (yes);

};

source s_sys {
file ("/proc/kmsg" log_prefix ("kernel: 
unix-stream ("/dev/log");
internal();

};
udp(ip(0.0.0.0) port (514));

destination d_cons { 
destination d_mesg { 
destination d_auth { 
destination d_mail { 
destination d_spol { 
destination d_boot { 
destination d_cron { 
destination d_mlal {

file ("/dev/console") ; }; 
file("/var/log/messages"); };
f ile ( "/var/log/secure" ) ,- };
file("/var/log/maillog" sync(10)); 
filet"/var/log/spooler"); };
file("/var/log/boot.log"); }; 
file("/var/log/cron"); };
usertty("*"); };

tffilter f_filterl { facility(kern) ; };
filter f_filter2 { level(info..emerg) and

not facility (mail, authpriv, cron) };
filter f_filter3 { facility(authpriv); };
filter f_filter4 { facility (mail) };
filter f_filter5 { level(emerg); };
filter f_filterg { facility(uucp) or

(facility(news) and level(crit..emerg));
filter f_filter7 { facility(local7); };
filter f_filter8 { facility(cron); };

Figure 5.2 Configuration File of syslog-ng.conf 

(1)
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destination d_mysql {

pipe("/tmp/mysql.pipe"

template("INSERT INTO logs (host, facility, priority, level, tag, date, 

time, program, msg) VALUES ( '$HOST', '$FACILITY', '$PRIORITY',
1$LEVEL1,
’ $TAG’ ,

1$YEAR-$MONTH-$DAY1, '$HOUR:$MIN:$SEC', ^PROGRAM1, '$MSG1 );\n")
template-escape(yes));

};

log { source(s_sys); destination(d_mysql);

};

#log { source(s_sys); 
log { source(s_sys); 
log { source(s_sys); 
log { source(s_sys); 
log { source(s_sys); 
log { source(s_sys); 
log { source (s_sys) 
log { source(s_sys);

filter(f_filterl); 
fliter(f_filter2); 
filter(f_filter3); 
filter(f_filter4); 
filter(f_fliters); 
filter(f_fliters); 
filter(f_filter7); 
filter(f_filter8);

destination(d_cons); }; 
destination(d_mesg); }; 
destination(d_auth) ; }; 
destination(d_mail); }; 
destination(d_mlal); }; 
destination(d_spol); }; 
destination(d_boot); }; 
destination (d_cron) ; } ,-

(2)

Figure 5.2 Configuration File of syslog-ng.conf(continued)

4 . Configuring MySQL template is an important part to be 

done by the system administrator. The recommended 

configuration is to use the above syslog-ng.conf 

following the database design.

5. Next step is to create a fifo pipe file which will 

insert logs to MySQL in real-time. Here are steps.
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1) Mkfifo /tmp/mysql.pipe.

2) Restart syslog-ng daemon.

3) Mysql -u root -pxxxx syslog < /tmp/mysql.pipe.

4) Check the database whether logs are inserted or not. 

If not, check the error logs in /var/log directory 

to trouble-shoot.

5.2.3 Database Installation

Once NESSUS, NMAP, and SYSLOG-NG are functional, next 

step is the installation of the database for the modules. 

The databases are already backed up and saved in CD, so 

just restore them in the MySQL. All databases are backed 

up in 'WebISMS_DB.sql'. The command line, "mysql -u root - 

p < WeblSMS—DB.sql" will install the databases.

5.2.4 WeblSMS Installation

WeblSMS.tar.gz is the file holding all script files 

and directory structures. The steps to install are:

1. Go to the Web Server documentation root directory.

2. Copy WeblSMS.tar.gz from CD to root directory.

3. Extract WeblSMS.tar.gz by "tar -zxvf WeblSMS.tar.gz".

4. Delete the tarball.
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5.3 Maintenance

5.3.1 Syslog Module

syslog system is a very noisy system that logs grow so 

fast that the database size could be over 1 gigabyte within 

one week depending on the number of syslog clients.

Therefore, maintaining syslog database is important. It is 

suggested that when the database space is designed, the 

system administrator should plan how much database space 

should be reserved, how often the database should be backup 

and deleted to manage the database space. If the system 

administrator maintains more than 10 client servers as a 

syslog client, the database space of WeblSMS should be at 

least 10 gigabyte with a separate partition, and using cron 

jobs to backup and delete useless data periodically on a 

weekly or monthly basis.

5.3.2 NESSUS PLUG-INS Update

NESSUS plug-ins should be updated daily to get an 

updated vulnerability information. NESSUS has a tool, 

'nessus-update-plugins' to get an update, so it should also 

be in cron jobs to run daily.
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CHAPTER SIX

CONCLUSIONS AND FUTURE WORK

6.1 Conclusion

As the number of computers deployed in the College of 

Natural Science at CSUSB increases, there will be a greater 

chance that they will be compromised or infected. Then, it 

becomes difficult for the system administrator to repair 

each individual system one by one. This situation requires 

the need for an information security management system to 

prevent any kinds of security breaches. To meet this 

demand, WeblSMS is developed with the following features:

• NESSUS (Network Assessment) - scans a target machine 

to find vulnerability in the application level and 

stores the event in a database to generate a report.

• SYSLOG (monitoring log) - receives the client 

machine's log in real-time and stores the logs for 

monitoring system's network activities and application 

software's status.

• NMAP (Network Audit) - scans a target machine's ports 

to check any vulnerable service running from 

virus/worm/rootkits.
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