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ABSTRACT

Security is an important ingredient in financial transactions; as such, it is
imperative that attention should be paid to enhancing the security habits and user
behaviours of mobile payment services. Establishing a link between security habits,
personality characteristics, and security behaviours provides a new dimension to
studying security behaviours regarding mobile money services. Therefore, this
study investigates how personality traits affect security behaviours and habits and
how security habits mediate the link between personality traits and PIN security
practices. The study found that conscientiousness, openness to experience,
extroversion and security habits influence PIN security practices, while
conscientiousness, agreeableness, and neuroticism influence security habits.
Further, the study found security habits mediate the relationships between
conscientiousness, agreeableness, neuroticism and PIN security practices. The
study has managerial consequences for the players in the mobile money services
domain in addition to its theoretical ramifications.

Keywords: Personality traits, Security habits, Mobile Money Services, PIN
codes, Mediation effects
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INTRODUCTION

The world, in general, and the financial sector, in particular, has recently witnessed
an increase in the number of information security incidences(Anderson et al., 2019;
Kovalchuk et al., 2021). The economic losses and psychological anguish caused by
these incidences are massive to society, individuals, and organizations. These
incidents are primarily caused by the failure of users of financial information
systems to abide by acceptable information security practices, among other factors
(Parsons et al., 2014). It is well documented that simple security habits such as
using a strong password, changing passwords regularly, using up-to-date software,
regular back up and using anti-malware (Hong & Furnell, 2021; Zwilling et al.,
2022) could massively reduce information system vulnerabilities, thus shielding the
information system from attacks.

Personal Information Number (PIN) is a dominant approach for authenticating
users in mobile money transactions. Unfortunately, the current security design in
mobile money services and apps does not address many aspects of PIN
management. For instance, many mobile money systems do not force users to
change their PIN after a specified time. Also, most mobile money service systems
do not encipher the PIN codes when keyed into the smartphone, making the
shoulder surfing attack plausible. Therefore, the responsibility to secure the PIN
codes lies on the shoulders of the user. In smartphones, PIN codes are securely
stored in the hardware circuit called the secure element (Ogata et al., 2020;
Reveilhac & Pasquet, 2009). PIN codes can be stolen and used to commit financial
fraud, including phishing, farming, smishing, vishing, and shoulder surfing (Pathak
et al., 2015). These attacks can be prevented by adopting acceptable security
practices (Jamil et al., 2018; Shankhwar et al., 2020). Users should be security
aware and develop security habits to counter these attacks. Security habit is an
influential factor in several security behaviours, as illustrated in (Hong & Furnell,
2021 Koloseni et al., 2019; Nord et al., 2020; Zhang et al., 2023). Developing
security habits is essential to users as it will enable them to practice security
behaviour effortlessly and automatically. Security habit has been largely studied as
a direct predictor of security behaviours in previous studies(Koloseni, 2017;
Pahnila et al., 2007; Vance et al., 2012). However, the mediation and moderating
effects of security habits on the practice of security behaviour have received less
academic attention. This study focuses on the mediation effects. Habit has been
illustrated as a mediator of human behaviours in different contexts. For example, it
has been proven to mediate self-control and positive life outcomes in nighttime
mobile phone use and well-being indicators (Galla & Duckworth, 2015; Urrila et
al., 2017; Vernon et al., 2018).
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Human behaviours are closely linked with personal characteristics (Ajzen, 2005).
Several research studies have been conducted to validate this link using the big five-
factor model (FFM). For instance, prominently, the model has been utilized in
research to assess threats and security of context-aware applications, security policy
compliance, individual differences in cyber security behaviours, and smartphone
security measures (Bouhnik et al.,, 2021; Condori-Fernandez et al., 2021;
Padayachee, 2022; Power & Bello, 2022; Shropshire et al., 2006) to mention a few.
However, the model has not been used to investigate individual PIN code security
practices in mobile money services. The PIN codes' security concept, coupled with
the mediation effects of personality traits and security habits in the context of
mobile money services, is distinctive and, therefore, adds value to the field of
information security. Against this backdrop, this study addresses the scant research
on the mediation effects of security habits and the influence of personality traits on
PIN code management among mobile money users.

LITERATURE REVIEW

Personality Traits and Human Behaviour

Empirical results from human psychology research have confirmed the
relationships between personality traits and human behaviours when interacting
with each other, systems or the environment (Changchit et al., 2022; Hinds &
Joinson, 2019; Volk et al., 2020). Even though there are numerous personality
characteristics, FFM evolved into a superior model for studying personality (Chang
et al., 2012; Shropshire et al., 2006). The model comprises conscientiousness,
agreeableness, neuroticism, openness, and extraversion as its core determinant
factors (Goldberg, 1993; Widiger & Trull, 1997). In connection to information
security behaviours, these traits have been demonstrated to correlate with security
behaviours as reported by (Bawack et al., 2021, Gratian et al., 2018; Junglas et al.,
2008; Pattinson et al., 2012; Peng & Dutta, 2022; Tang et al., 2020). However, the
information systems literature has rarely looked into the relationship between these
attributes and habits.

Habits are part and parcel of the personality development process (McCloskey &
Johnson, 2021). Previous studies have indicated that the FFM influence individual
habits (Kuijpers et al., 2019; Pfeiler & Egloff, 2020; Yazdanpanah & Hosseinlou,
2017), such that a person's patterns of emotion, behaviors, or thoughts impact habit
formation.
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Theoretical Framework and Hypotheses

This study employs personality characteristics and security habits as the backbone
of the theoretical framework. The theoretical framework depicts how security
habits mediate the hypothetical relationships between the FFM on the intention to
adopt PIN code security practices and the direct impacts of the FFM on the desire
to adopt PIN code security, as shown in Figure 1.
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Figure 1. The Research Model

Individual conscientiousness describes the degree to which someone indicates
probable care and feels responsible for protecting the interest of others (Costa Jr &
McCrae, 2008; John & Srivastava, 1999). A high inclination to conscientiousness
suggests an individual's awareness, self-control, and the tendency to take others'
interests with dignity and responsibly (Goldberg, 1990). Because of these
characteristics, they tend to act in a manner that could protect and shield others from
danger. Further, conscientious individuals are highly motivated and likely to persist
longer at a task than others (Sansone et al., 1999). In relation to the information
security domain, conscientious individuals are characteristically motivated to
practice information security behaviour repeatedly as long as this behaviour will
impact the well-being of others. It is anticipated that a person high with
conscientiousness is likely to develop a habit of regularly practising acceptable
information security behaviours because of the tendency to avoid risky behaviours
and the possession of an inner desire to protect others.
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Hence the hypotheses:

H1: Conscientiousness positively influences the intention to adopt PIN security
practices.
H2: Conscientiousness positively influences security habits.

Agreeableness indicates an individual's readiness to interact and collaborate with
others, sympathy, and eagerness to help them (Costa Jr & McCrae, 2008). An
individual with this personality is ready to compromise their interests for the sake
of creating harmony among parties involved in a given context (Lim et al., 2023).
Agreeableness is for shaping social attitudes, philosophy of life and habits in
general (Bosnjak et al., 2007; Costa Jr et al., 1991). It is expected that highly
agreeable individuals pay little attention to appraising information security. This
relationship has also been empirically confirmed by (Junglas et al., 2008; Matt &
Peckelsen, 2016) in the context of privacy-protective behaviour. Some evidence
indicates that agreeableness may be related to specific habits. One study found that
agreeable individuals have more positive health habits, including eating a healthy
diet and involving in regular bodily exercise (Intiful et al., 2019). Cooperativeness
and consideration of agreeable individuals may translate into security practices
relating to PIN security.

Hence the hypothesis:

H3: Agreeableness positively influence the intention to adopt PIN security
practices.
H4: Agreeableness positively influence security habits.

Neurotic individuals are depressed, impulsive, tense and generally emotionally
unstable (Goldberg, 1993; John & Srivastava, 1999). Also, they tend to experience
more threats and anxieties as compared to emotionally stable individuals
(Goldberg, 1990). Thus, individuals with neuroticism are likely to participate in
actions that can help to avoid falling victim to cyber-attacks. Accordingly, previous
research has shown that neurotic individuals are positively associated with
acceptable information security behaviours such as (Peng & Dutta, 2022) and
(Skrinjari¢ et al., 2018). Additionally, previous studies indicated that neuroticism
is associated with various health and computer-related behaviours and habits. For
instance, Cao and Su (2007) and Donnellan et al. (2000) found that neuroticism is
linked to internet addiction. Reasonably, neuroticism increases the likelihood of
engaging in habitual security practices. Hence, the hypothesis:
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H5: Neuroticism positively influences the intention to adopt PIN security
practices.
H6: Neuroticism positively influences security habits.

Curiosity, readiness to explore new things, imagination, and intelligence are
common traits of individuals who are open to experience (John & Srivastava, 1999).
Based on these characteristics, these individuals have a more profound sense of
awareness resulting from exposure to a variety of learning environments and
contexts (Junglas et al., 2008). These individuals are, therefore, likely to embrace
security and adopt information security measures when using information systems.
Junglas et al. (2008) argue that people who exhibit openness to experience are likely
to evaluate security threats. On the same note, curiosity and an open mind are
avenues for developing habits. Thus, open-minded people tend to form good
information security habits. Further, these traits have links with e-mail habits, as
illustrated by (Vishwanath et al., 2015). Hence, the study hypothesizes that:

H7: Openness to experience positively influences the intention to adopt PIN
security practices.
H8: Openness positively influences security habits.

Extraversion is a personality trait characterized by an outgoing and social nature,
while habit is a term used to describe a pattern of behaviour that happens frequently
and often unconsciously(Verplanken & Aarts, 1999). The proclivity to riskier
behaviour is higher in extroverts than in their counterparts because of their need for
excitement (Goldberg, 1993). As such, they are likely to delve into improper riskier
behaviours, such as ignoring the advice to cover PIN when using mobile gadgets to
make payments and repeatedly avoiding exercising security habits, as long as these
actions may not impact their relationship with others. There is proof to support the
links between extraversion and habit. Lucas and Baird (2004) revealed that people
who scored high on extraversion were inclined to participate in physical activity
regularly, which suggests that they may have developed a habit of exercising.
Additionally, a study conducted by Hughes et al. (2012) found that a person who
scored high on extraversion was more inclined to engage in the habit of using the
Internet for social services and Twitter and Facebook frequently. This implies that
extroverts are also likely to engage in security-related habits positively or
negatively based on optimism, enthusiasm, affection, and social nature traits they
possess. Hence the hypothesis:

H9:  Extraversion influences the intention to adopt PIN security practices.
H10: Extraversion influences security habits.
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Habits are defined as automaticity in performing a particular action or behaviour
(Verplanken & Aarts, 1999). Habits are recurring, habitual security behaviors that
people engage in when dealing with information systems. The role of security
habits in information systems has been thoroughly investigated in the IS literature.
For instance, security habits have been confirmed to impact the desire to adhere to
security policy (Nord, 2020; Pahnila et al., 2007; Vance et al., 2012) and to adopt
cyber security behaviours (Koloseni, 2017; Tsai et al., 2016). Using findings from
earlier studies as support, this makes the following hypothesis:

H11: Security habits positively influence the intention to adopt PIN security
practices.

Since personality traits influence the intention to adopt PIN code security practices
and security habits and, in turn, security habits could influence the intention to adopt
PIN security practices, it means security habits have mediating effects. Based on
the argument, personality traits could indirectly impact the intention to adopt PIN
security practices through the security habits construct. Therefore, the hypotheses:

H12a: The relationship between conscientiousness and the intention to adopt
PIN security is mediated by security habits.

H12b: The relationship between agreement and the intention to adopt PIN
security is mediated by security habits.

H12c: The relationship between neuroticism and the intention to adopt PIN
security is mediated by security habits.

H12d: Security habits mediate the relationship between openness and the
intention to adopt PIN security.

H12e: Security habits mediate the relationship between extroversion and the
intention to adopt PIN security.

METHODS
Development of Data Collection Instrument

A questionnaire was utilized to gather information, which was then used to assess
the study's hypotheses. The questionnaire was created using verified items from
past research. The source of each measurement item is reported in the appendix.
The design of the measurement scale is essential in addressing measurement errors.
Previous studies have indicated that design features of the response scale affect how
the respondents process the response scale and use it to respond to the questionnaire
(Stefkovics, 2022; Yan et al., 2018). To reduce the possibility of potential
measurement errors borne out of questionnaire design issues, all measurement
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items used in this study employed previously validated interval scales with the same
direction, similar to the previous studies. However, modifications were made in the
constructs of security habits and the intention to adopt PIN security to contextualize
the measurement items to reflect the focus of the study.

Subjects, Sampling, and Data Collection Procedures

The respondents were selected using a purposeful sampling approach to ensure only
respondents with experience in mobile money services were included in the study,
and the data collected reflected the situation under study. In total, 600
questionnaires were disseminated between September 2022 and February 2023, and
434 responses were received, indicating a response rate of 72.3%. Prior to data
processing, the questionnaires that were collected were checked for missing data.
Fifty-one (51) questionnaires had substantial missing information and were thus
discarded. As a result, the subsequent data analysis used 383 valid questionnaires.
The questionnaires were created in two languages, Kiswahili and English. The
majority of the study population uses these two languages. An approved linguist
performed the translation between the two languages to ensure that information was
not distorted. Additionally, two experts from the information systems domain (IS)
verified the translated questionnaire's content. Table 1 lists the respondents’
demographic characteristics.

Table 1. Profile of respondents’ demographics

Variable Category Frequency | Percentage
(%)
Gender Male 209 54.6
Female 174 45.4
Informal 12
Education 3.1
Primary 25 6.5
Educational level Secondary 74 19.3
Diploma 83 21.7
Bachelor 127 33.2
Masters 53 13.8
PhD 9 2.3
Less than one 73
Experience in Using Computer/ | Year 19.1
Smartphones/ATM 2 -5 Years 109 28.5
Above 5 Years 201 52.5
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RESULTS

The structural equation modelling (SEM) technique was applied to examine the
connections between variables. Smart PLS4, a partial least squares (PLS)-based
SEM program, was employed for the task. The assessment of the measurement
model was accomplished first, followed by the evaluation of the structural model
as per Anderson and Gerbing's (1988) recommendation. This two-step process is
essential since it allows for a more thorough examination of the measurement
model, to attain a more rigorous test of the structural model, to improve the
precision of the estimates and the ability to detect significant effects (Anderson &
Gerbing,1988).

Evaluation of the Measuring Model

The reliability was determined by gauging the internal consistency of the individual
indicators of each construct. Cronbach's alpha and composite reliability were used
for that purpose. The Cronbach's alpha and composite reliability values are
equivalent to or above 0.70, indicating that the reliability has been attained
(Cronbach, 1970). The results show that indicators of the constructs are trustworthy
because both Cronbach's alpha and composite reliability ratings are higher than
0.70. Table 2 presents the reliability assessment's findings.

Table 2. Indictor's Reliability Assessment

Construc | Cronbach's alpha | Composite reliability AVE

t

AG 0.855 0.857 0.698
CONS 0.810 0.814 0.725
EXV 0.841 0.844 0.676
NEU 0.877 0.890 0.731
OPE 0.868 0.871 0.792
PSP 0.863 0.864 0.709
SHA 0.897 0.900 0.764
Key

AG:  Agreeableness EXV:  Extraversion NEU: Neuroticism OPE: Openness

SHA  Security Habits CONS  Conscientiousness  PSP: PIN Security Practices

Both discriminant validity and convergent validity were evaluated to determine the
validity of the measuring items. Convergent validity is an indication of whether an
indicator is related to other indicators that it should be related to. To evaluate
convergent validity, the study examined the AVE. Hair et al. (2010) stated that the
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appropriate threshold values for AVE are equal to or above 0.50.

The findings

demonstrated that AVEs for all constructs were above 0.50, as shown in Table 3,

suggesting that convergent validity has been achieved satisfactorily.

Table 3. Average Value Extracted Results

Construct The average variance extracted (AVE)

AG 0.698
CONS 0.725
EXV 0.676
NEU 0.731
OPE 0.792
PSP 0.709
SHA 0.764

Heterotrait Monotrait (HTMT) ratios and the indictor's cross-loadings were
primarily used to assess the construct's discriminant validity. Cross loadings
indicate that factor loadings for all indicators exceed all of their respective cross-
loadings, supporting the fact that discriminant validity has been demonstrated (Hair

et al., 2015), as indicated in Table 4.

Table 4. Constructs Cross Loadings

Construct | Items/Construct Cross loadings

AGR1 0.867

AGR2 0.861

AG AGR3 0.859

AGR4 0.748

CONS1 0.805

CONS CONS2 0.897

CONS3 0.850

EXT1 0.820

EXT2 0.838

EXV EXT3 0.811

EXT4 0.818

NE1 0.886

NE2 0.894

NEU NE3 0.865

NE4 0.769

OP1 0.876

OPE 0oP2 0.924

OP3 0.869
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PSP1 0.835
PSP2 0.883
PSP PSP3 0.855
PSP4 0.793
SHAl 0.868
SHA SHA2 0.875
SHA3 0.882
SHA4 0.872

The HTMT scores need to be 0.90 or less to establish the discriminant validity
(Henseler et al., 2015). The study found that HTMT values for all constructs were
within the acceptable range, supporting the discriminant validity. Table 5 displays

the results of the HTMT ratios of correlations.

Table 5. Results of Discriminant Validity Assessment using HTMT ratios

Construct AG | CONS | EXV | NEU OPE PSP SHA
AG

CONS 0.695

EXV 0.669 | 0.833

NEU 0.781 | 0.857 | 0.821

OPE 0.707 | 0.832| 0.825 | 0.896

PSP 0.738 | 0924 | 0.849 | 0.811 0.840

SHA 0.706 | 0.767 | 0.670 | 0.841 0.683 | 0.830

Structural Model Analysis

The following aspects should be taken into consideration as part of the process of
evaluating the structural model: explanatory power, model predictive relevance,
and significance and path coefficients (Hair et al., 2019).

Explanatory Power, Predictive Power and Effect Size

Model explanatory power was evaluated through coefficient of determination (R?)
and predictive power (Q?). Q? estimates the model out of sample predictive power,
while R? estimates the model on sample explanatory power (Hair et al., 2019;
Shmueli & Koppius, 2011). Findings indicated that personality attributes accounted
for 61.2% of the variation in security habits. The R? was estimated when the model
was without and with the mediating variable (security habits) to gain insight into
its impact in terms of the model's explanatory power. According to the study's
findings, the model was able to account for 71.7% (i.e. R? of 71.7%) of the variation
in the intention to implement PIN code security measures in the absence of security
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habits. It accounted for 75% (i.e. R? of 75%) of the variation in the intention to
adopt PIN security practices. The findings indicate an increase in the model's
explanatory power. According to (Henseler et al., 2009), the obtained R? values
indicate the model explanatory power is moderate and substantial, respectively.

Q?in this study was estimated using the PLSpredict method (Ringle et al., 2022).
According to Hair et al. (2019), if a minority of dependent variables indicators have
the root means square (RMSE) values higher than the naive linear model (LM)
benchmark, the model has medium predictive power. Hence, PLSpredict results
reported in Table 6 indicate that the model has medium predictive power. Table 7
indicates the results of the effect sizes. The interpretation of the effect sizes follows
the guidelines devised by Cohen (1988), where small, medium, and large effect
sizes correspond to 2 values of at least or equal to 0.02, 0.15, and 0.35, respectively.

Table 6. PLS Predict results

Linear Model
Indicators PLS-SEM Benchmark
Q?predict RMSE | MAE RMSE MAE
PIN PSP1 0.481 | 0.841 0.618 0.836 0.617
Security PSP2 0.564 0.745 0.571 0.720 0.514
Behaviors PSP3 0.483 | 0.847 0.656 0.877 0.669
PSP4 0.420 | 0.863 0.643 0.940 0.709
Security SHA1 0.391| 0.878 0.638 0.931 0.688
Habits SHA?2 0.349 | 0.916 0.650 0.988 0.695
SHA3 0.435 | 0.791 0.572 0.858 0.624
SHA4 0547 | 0.724 0.513 0.715 0.513
Table 7. Effect Sizes
Constructs PIN Security Practices Security Habits
AG 0.024 0.038
CONS 0.149 0.042
EXV 0.073 0.001
NEU 0.017 0.199
OPE 0.053 0.004
SHA 0.146

*Note: PSP is an endogenous construct
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Important Map Analysis (IPMA)

IPMA enables pinpointing the areas where managerial or practical intervention is
necessary. To put it another way, one could spot important areas yet perform poorly
and adopt the appropriate management tools to make improvements. IPMA results
indicate that the most important construct is conscientiousness (0.379). In terms of
performance, the construct with the highest performance is agreeableness (68.483).
Based on these findings, managerial interventions should be extended to
conscientious individuals to enhance their intention to practice PIN code security
behaviours. Notably, the level of importance did not match the level of performance
for this construct. Table 8 displays the IPMA's results in tabular form, while Figure
2 displays them in graph form.

Table 8. IPMA Results for intention to practice PIN security behaviours

Endogenous Construct Importance Performance
Constructs (Total Effects) | (Index Value)

Agreeableness 0.165 68.483

Conscientiousness 0.379 57.028

PIN Security Behaviours | Extraversion 0.222 65.428

Neuroticism 0.025 61.134

Openness 0.182 55.822

Security Habit 0.306 64.43
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Importance-performance map

nance

Perforn

0148 0168 0188 0208 0228 0248 0268 0288 0308 03228 0348 0368 0388
mportance (Total effects)

@ Agreableness @ Conscientiousness @ Extraversion @ Neuroticism ~ Openness @ Security Habits

Figure 2. IPMA results for the endogenous construct for intention to practice
PIN security behaviours

Assessment of the Path Coefficients

The significance level, as represented by the p-values, t-values, and path coefficient
values (5), was considered while evaluating the path coefficients. Out of the eleven
hypothetical relationships, seven (7) were supported. Specifically, the study found
that conscientiousness influences both PIN code security practices (H1) and
security habits (H2), and agreeableness influences security habits (H4). Further, the
study found that neuroticism influences security habits (H6), openness has an
influence on PIN code security practices (H7), extraversion has an impact on PIN
code security practices (H9), and PIN code security habits have an influence on PIN
code security practices (H11). On the contrary, the study found that agreeableness
(H3) and neuroticism (H5) do not influence PIN code security practices, while
openness (H8) and extroversion (H10) do not influence PIN code security habits.
Table 9 and Figure 3 display the findings of the hypothesis testing.
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Table 9. Direct Relationships Results

Hypotheses and Paths B t- values | p- Remarks
values
H1 | CONS —> | PSP 0.079 3.998 0.000 | Supported
H2 | CONS —> | SHA | 0.093 2.201 0.028 | Supported
H3 | AG —> | PSP 0.061 1.838 0.066 | Not Supported
H4 | AG —> | SHA | 0.084 2.048 0.041 | Supported
H5 | NEU —> | PSP 0.082 1.647 0.100 | Not Supported
H6 | NEU —> | SHA | 0.118 4.409 0.000 | Supported
H7 | OPE —> | PSP 0.072 2.815 0.005 | Supported
H8 | OPE —> | SHA | 0.092 0.712 0.477 | Not Supported
H9 | EXV —> | PSP | -0.067 3.203 0.001 | Supported
H10 | EXV —> | SHA | 0.092 0.276 0.783 | Not Supported
H11 | SHA —> | PSP | -0.082 3.751 0.000 | Supported

Extraversion

SHA1

= 0.001

Figure 3. Structural Model with Coefficients

EEERnES

0.612
0.000.

Security Habit

0.750

PIN Security Practices

PSP1

PSP2

PSP3

PSP4
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Mediation Effects

Out of five hypothesized mediation relationships, three were supported. Notably,
the study found that security habits mediate the relationships between
conscientiousness, agreeableness, neuroticism and the intention to practice PIN
security behaviours donated as H12b, H12c and H12e, respectively. The rest of the
mediation relationships were not supported. The results of the mediation effects are
reported in Table 10.

Table 10. Hypotheses Testing for the Mediation Relationships.

Hypotheses and Paths B t- values | p- values Remarks
H1l2a | EXV |——> SHA ——> | PSP | 0.030 0.260 0.795 | Not
Supported
H12b | CONS SHA | PSP | 0.031 2.002 0.045 | Supported
H12c | AG —> SHA ——> | PSP | 0.029 1.993 0.065 | Supported
H12d | OPE N SHA | - | PSP | 0.031 0.657 0.511 | Not
Supported
H12e | NEU |——> SHA ——> | PSP | 0.059 2.686 0.007 | Supported

DISCUSSION

The study examined the roles of personality traits and security habits in the intention
to adopt PIN security practices and of information security habit's mediating effects
on the association between personality traits and the user's desire to adopt PIN
security practices. The study found that conscientiousness influences both security
habits and PIN code security practices. This finding is not surprising since
conscientious individuals are likely to avoid unsecured behaviour, such as sharing
passwords and using unsecured wireless access (Russell et al., 2017). Further, this
finding supports (Jiaxin Zhang et al., 2019), who found that conscientious people
are motivated to be involved in fine-tuning the user interface to enhance the security
of mobile gadgets when accessing mobile money services. Further studies which
support these findings include McCormac et al. (2017) and Shropshire et al.
(2015). Moreover, the finding that conscientiousness influences PIN code security
practices is particularly noteworthy since PIN codes are a crucial part of protecting
sensitive information, such as banking or financial data. The study suggests that
people high in conscientiousness are inclined to follow best practices when it comes
to creating and using PIN codes, which can help to reduce the risk of unauthorized
access.
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Findings revealed positive effects of agreeableness on security habits. Agreeable
individuals are likely to follow the rules without being monitored (Organ & Paine,
1999) because they are cooperative and considerate (Costa Jr & McCrae, 2008).
Moreover, agreeable individuals can learn a habit because they are cooperative and
can adhere to acceptable habits or behaviours exercised in society, such as security
habits when accessing mobile money services using mobile gadgets. Contrarily, the
research revealed that agreeability had no bearing on the intention to engage in PIN
security behaviors. This finding suggests that a person's proclivity to collaborate,
be mindful of others' feelings, and be sympathetic towards others does not
necessarily influence their information security habits. Thus, at least in the context
of this study, highly agreeable people may be less inclined to participate in security
behaviours. The finding that neuroticism influences security habits suggests that
individuals who are more anxious and worrisome tend to exhibit more cautious and
security-conscious behaviours to reduce their anxiety and worry about potential
security threats (Li et al., 2019). Also, this finding suggests that these individuals
engage in secure habits out of anxiety or fear of negative consequences. As a result,
they may be more likely to use and protect their PIN when accessing mobile money
services by shielding against shoulder sufferers and regularly changing the PIN
code, among other security habits. These results are in harmony with (Li et al.,
2019), who found that neurotic individuals are extra-sensitive to privacy when
using social networks.

Interestingly, the findings indicate that neuroticism does not influence PIN code
security practices. The utility of intention diminishes as the strength of habits
increases (Neal et al., 2006). In light of this, the significant relationship between
neuroticism and security habits has probably oppressed the intention to practice PIN
security practices. As a result, this hypothesis turned insignificant.

The study also found that openness and PIN code security practices were
associated, indicating that, curious and open to new experiences, individuals may
be more enthusiastic about experimenting with new security measures or be more
receptive to learning about security best practices. This result validates the research
conducted by (Li et al., 2019) (Dreibelbis, 2016), who discovered that open
individuals are inclined to practice acceptable security behaviours such as changing
passwords regularly and adhering to principles of creating strong passwords.
Nevertheless, the study found being flexible, adaptable, creative, curious, and
willing to try new things may not necessarily translate into acceptable security
habits. As a result, openness does not influence security habits.
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Unsurprisingly, the study found that extraversion significantly impairs an
individual's intention to practice PIN security practices. Probably, because
extroverts are naturally social and have the tendency to seek out stimulation and
excitement, they are likely to participate in risky behaviours, such as sharing private
information or employing flimsy passwords, hence compromising the security of
their PIN codes. This result contrasts with that of (Gratian et al., 2018), who
discovered that extroverts have a strong and positive intention to practice
appropriate security behaviours. However, there was no proof of a connection
between extraversion and security habits. This finding suggests that an individual's
level of extraversion may not necessarily have an impact on their information
security habits in relation to PIN code security. The finding that PIN code security
habits influence PIN code security practices highlights the importance of cultivating
good security habits to ensure the safety of sensitive information. This finding is
congruent with (Aigbefo et al., 2022), who observed a similar trend, such that as
the strength of the security habits intensifies, the desire to engage in information
security increases. This finding suggests that interventions aimed at improving
security habits may have a favorable influence on overall PIN code security
practices in the mobile payment context.

Regarding mediation relationships, the mediation effect of security habits on the
relationship between conscientiousness, agreeableness and neuroticism, and the
intention to practice PIN information security behaviours suggest that security
habits contribute significantly to understanding the connection between
conscientiousness and the desire to partake in information security behaviours.
Accordingly, boosting the desire to practice PIN information security behaviours is
among the interventions to increase security habits. Because security habits in this
instance provided full mediating effects, these interventions are crucial for the
mediation relationships between agreeableness and intention to practice PIN
information security behaviors and extraversion and intention to practice PIN
information security behaviors. Thus, for these two variables to impact the practice
of PIN information security behaviours, security habits should play a mediation
role.

IMPLICATIONS
Theoretical Implications
The results of this study have significant theoretical and practical ramifications for
both academics and practitioners alike. For the theory, this study investigates an

area which is underexplored in the information security literature, thus bridging the
knowledge gap on information security and the FFM. Additionally, this study has
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modelled personality traits as both direct predictors and indirect predictors of
security behaviours, whereas security habits play a role as a mediating construct.
To the best of the researcher's understanding, this research is the first to examine
how the FFM and security habits interact in this fashion. The obtained R? is
relatively better in comparison with previous studies such as (Junglas et al., 2008;
Peng & Dutta, 2022; Shropshire et al., 2015 and Tang et al., 2020), which had
integrated personality traits in their model to investigate various information
security behaviours. This implies this model could provide an adequate prediction
of security behaviours as compared to the previous model in a situation whereby
personality traits have been considered. In the absence of security habits as a
mediating variable, the model R? was 71.7%. After the introduction of security
habits as a mediating variable, the R? increased to 75 % (an increase of 3.3%). This
further justifies the inclusion of security habits as a mediating construct on the links
between personality traits and the adoption intention of acceptable PIN security
practices.

Practical Implications

Notably, to enhance the PIN code's security during mobile money services, the
service providers should focus on extroverts because their tendency to be involved
in risky security behaviours, including revealing passwords to others, could
negatively impact the security of the PIN codes. Additionally, the study confirmed
that security habits mediate the relationships between conscientiousness,
agreeableness and neuroticism. Hence, it is also crucial for mobile money service
providers to ensure that the security habits of conscientiousness, agreeableness, and
neuroticism of individuals are shaped to practice acceptable PIN security
behaviours positively. It is crucial to remember that agreeableness and neuroticism
initially had no direct impact on the intention to adopt PIN code security practices;
instead, their impact became apparent after the security habits were added as a
mediator. The resulting proposed model educates practitioners about the significant
impact personality factors and security habits have on how PIN security measures
are adopted by individuals.

CONCLUSION, LIMITATIONS AND FURTHER STUDIES

The results offer empirical proof of the role of the big five personality traits and
security habits in determining an individual's security behaviours in light of mobile
money services. Despite the contributions offered by this study, it is without
limitations. First, the study was carried out in Tanzania, but it might be replicated
in other countries to increase its generalizability. Second, investigations into the
moderation and mediation role in the realm of information security are scarce. The
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association between personality factors and the adoption of PIN security practices
has been investigated in this study to see how security habits may operate as a
mediator. To deepen our understanding of personality features in this area, future
studies could explore its potential as a moderator of personality traits. Third, future
research may examine longitudinal data in addition to the cross-sectional survey
data utilized to assess changes in PIN security practices over time.
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APPENDIX

Constructs/ ltem

Source

Conscientiousness

CS1: | get chores done the right way.

CS2: | like to keep things in order.

CS3: | often forget to put things back in their proper
place.

CS4: Many times, | mess up things.

(Donnellan et al., 2006;
Goldberg, 1999)

Agreeableness (Lim & Ployhart, 2006;
AGL: | sympathize with others frequently. Goldberg, 1999)

AG2: | feel for others

AG3: | don't care what others are doing.

AG4: | go with the majority

Neuroticism (Lim & Ployhart,

NE:1 | experience frequent mood swings.

NE:2 | get upset easily.

NE:3 | am relaxed most of the time.

NE:4 | seldom feel blue.

2006;Vasilopoulos et al.,
2005)

Openness

OP1: | enjoy imagining new and different ideas.

OP2: | experience difficulty in comprehending abstract
ideas

OP3: OPN3 I am not keen to engage myself in intellectual
discussions.

OP4: 1 do not enjoy daydreaming

(Donnellan et al., 2006)

Extraversion

EXT1: | enjoy partying frequently.

EXT2: | enjoy talking to new people who are different
from me.

EXT3: | do enjoy socializing.

EXT4: | enjoy going out to help people in need.

(Donnellan et al., 2006)

Security habit

SEH1: | have a habit of changing my PIN code regularly.

SHE 2: It is my habit to change my PIN code periodically

SHE 3: It is a norm for me to change the PIN code

SHE 4: | check for people around me when login into my
account without being reminded to do so.

SHE 5: Checking for people around me before accessing
my account is something | feel weird if | do not do it.

(Koloseni, 2017; Limayem
et al., 2007; Vance et al.,
2012)

PIN Security Practices

PSP 1: | change my PIN code frequently
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PSP2: I never re-use old PIN code (Novakovic et al., 2009;
PSP 3: | often hide my password when making financial | Van Ouytsel, 2021,
transactions Yildirim & Mackie, 2019)
PSP 4: | never share my PIN code
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